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 For defense-in-depth against network threats

WatchGuard offers six security subscriptions for its next-generation XTM appliance family so 
businesses can layer on protection where they need it most. Subscriptions can be purchased 
individually or bundled together for even greater savings.

APPLICATION CONTROL       
Application Control has become an essential component of next-generation security. It  protects the 
network and keeps users on the tasks that matter by blocking unproductive and inappropriate apps. 

■	� Gain control over 2,000 web and business applications, using more than 2,500 unique signatures.

■	� Have complete visibility into applications used, with intuitive monitoring and reporting capabilities. 

■	 ��Control usage of applications by category, application, or application sub-functions. 

INTRUSION PREVENTION SERVICE (IPS)
By adding an IPS subscription, your network gains in-line protection from attacks, including buffer 
overflows, SQL injections, and cross-site scripting attacks.

■	��� All ports and  protocols are scanned to block network, application, and protocol-based attacks. 

■	� Blocked sites list saves valuable processing time by dynamically blocking IP addresses that have 
been positively identified as the source of an attack. 

WEBBLOCKER      
URL and content filtering are indispensable for controlling access to sites that host objectionable 
material or pose network security risks. These include known spyware and phishing sites. 

■	 �Use 54 web site categories to block inappropriate sites.

■	� Enable access by user, group, domain, and need for maximum flexibility.

GATEWAY ANTIVIRUS    
Scans traffic on all major protocols to stop threats before they can gain access to your servers and 
execute their dangerous payloads.

■	 �Heuristic analysis identifies viruses and dangerous code that signatures can’t catch.

■	� Decompresses and scans all common formats, including .rar, .zip, .gzip, .tar, .jar, .chm, .lha, .cab., .arj, 
.ace, .bz2, and multiple layers of compression.   

REPUTATION ENABLED DEFENSE      
WatchGuard XTM is the only unified threat management system on the market that includes a 
powerful, cloud-based reputation lookup service to ensure faster, safer web surfing. 

■	� Continuous updates keep current with dynamic web content and changing web conditions. 

■	� Up to 50% of URL scanning can be skipped without compromising security, resulting in faster 
browsing times and greater throughput at the gateway.

SPAMBLOCKER    
Rely on spamBlocker’s industry-leading Recurrent Pattern Detection (RPD™) technology to detect spam 
outbreaks as they emerge for immediate, continuous protection from unwanted and dangerous email.

■	� Block spam regardless of the language, format, or content of the message – even image-based 
spam that other anti-spam products often miss.

■	� RPD identifies and blocks viral payloads for an additional layer of real-time anti-virus protection.

Available for all xtm solutions

XTM security subscriptions complement the  
built-in protection of your WatchGuard XTM 

firewall, boosting protection in critical  
attack areas, including assaults from spyware, 

spam, viruses, trojans, web exploits, and  
blended threats. 

“ Not only are we saving 
money,  we have content 

filtering much more 
effective than what we 

had before.”
Wilson Chan 

Information Systems Manager
Durham School District

XTM Security Subscriptions 
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Buy the Bundle and Get the Works
Get everything you need for complete threat management in one 
convenient package when you purchase a security bundle.

The XTM Security Bundle includes:
■	 WatchGuard XTM appliance*
■	 �Application Control to keep your users on the tasks that matter
■	� Intrusion Prevention Service (IPS) with comprehensive attack 

protection across all ports and protocols
■	 WebBlocker with HTTP and HTTPS inspection
■	� Gateway AntiVirus for protection from malware
■	 Reputation Enabled Defense for faster, safer web surfing
■	 spamBlocker with virus outbreak detection
■	� LiveSecurity® Service for hardware warranty, free software updates, 

24/7** technical support, and security alerts

Got the Box? Get the Software Suite
Turn your WatchGuard XTM into a complete threat management 
solution with the Software Suite. The suite includes all of the security 
subscriptions listed above, and can be purchased to upgrade a solution 
or to renew existing service subscriptions. 

Also Available:  
Next-Generation Security Bundles
Customers can choose to purchase a Next-Generation Security Bundle, 
which includes the choice of XTM 8 Series, 1050, or 2050 solution with  
Application Control, IPS, and LiveSecurity Service with 24/7 technical 
support. For details, visit www.watchguard.com/next-generation.

*Your choice of hardware or virtual appliance 

*�*Technical support hours/days for XTM 2 Series are 12/5

One-year and three-year subscription packages are available for all 
WatchGuard bundles and suites.

managing subscriptions is easy
Security functionality on your WatchGuard XTM solution, including all 
subscriptions, can be managed from a single intuitive console, web UI, 
and command line interface for maximum efficiency and ease of use.

Know What’s Happening on Your Network at All Times
■	� Any security activity identified by a service is logged and stored for 

easy reporting so you can take immediate preventive or corrective 
action. 

■	 �All management tools, including rich reporting and monitoring, 
are included with your WatchGuard XTM purchase. There is no 
additional hardware or software to buy.  

Best-in-Class UTM
WatchGuard works with best-in-class suppliers of security technology 
to deliver an integrated solution that out-performs the competition.

 ■	 �AVG – a consistently high performer in independent Virus Bulletin 
testing, provides the engine for Gateway AntiVirus.  

■	 �Commtouch – Patented RPD® technology in the Cloud provides 
spamBlocker with the only effective anti-spam solution for low 
footprint UTM appliances. Up to 4 billion messages per day 
reviewed. 

 ■	 �Websense – Supplies the URL database for WebBlocker. Security 
coverage is supplemented by Websense Security Labs and their 
ThreatSeeker Network. 

■	� Broadweb – Leading provider of IPS and Application signatures, 
delivering comprehensive protection against the latest Internet 
threats. 
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